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Welcome
Forming a Cyber Awareness Plan

Set the plan in motion

Understand your people- Learning Styles

Awareness Initiatives

Mind the GAP; Stakeholder Engagement
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®
WHY?

Creates a coordinated,
considered and streamlined
approach which aligns and

supports the broader objectives
of the Cyber Strategy.
Executive buy in!

o
WHAT?

Awareness methodology,
key stakeholders and their
responsibilities, time
frames.

®
WHO?

Stakeholder engagement,
who else within the
organisation can help with
the implementation. Bring
others on the journey!
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o
WHERE?

Embed the roadmap and
stick to it. This plan should
become a part of BAU within
the Cyber or GRC function.



DON'T REINVENT
THE WHEEL

QO
AP

Government In-house or procured software
Agencies
Search engines- Google Images ACSC- Australian Cyber Security Centre

Open-source intelligence ASD- Australian Signals Directorate
LinkedIn eSafety Commissioner

Online Resources

Google.... Use YOUR people!
Not just ITCommunications/Digital Teams,
Media Cyber Awareness Platforms which
provide content, and can be personalised to

your organisation.

JUST RE-ALIGN IT
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“If an individual can’t learn the
way we teach, merehe we should

teach the way they learn”

UNKNOWN
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ENSURE YOUR AWARENESS PLAN INCLUDES STRATEGIES WHICH ALIGN
WITH THE FOUR MAIN LEARNING STYLES

® & ¢

VISUAL READ/WRITE AUDITORY KINAESTHETIC
LEARNERS LEARNERS LEARNERS LEARNERS
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TIMELINE

RESPONSIBILITY ACCOUNTABILITY SUCCESS
JANUARY 2022 FEBRUARY 2022
@ @

@ Cyber Theme: __(lEp Cyber Theme:

Working Remotely Ransomware
Release newsletter —&9 Release Newsletter

content Content

— & Monthly Lockscreen —(@ Monthly Lockscreen
Design deployment Design deployment

— /% Prepare Feb theme: & Prepare March
Ransomware Theme content:

Passwords
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Cyber Awareness g i T
Initiatives

CO/?/?G'CZL C///’G'CZL/)/ W/th yOUf emp/OyG'G'S - The art of mani?HIation used to gain access to information and/or devices

nfor
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@ Baiting >hishing & Pretexting

How can socially engineered messages be identified?

Posters

Computer lockscreens

Cyber in your pocket guides
Internal Newsletters
Knowledge Sessions
Learning Management System DID YOU KNOW
Table Top Exercises

Company Intranet
Phishing Campaigns

Brain Teasers
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SEC_RITY IS NOT
COMPLETE WITHOUT U

SECURITY ALERT- LOCK IT BEFORE YOU LEAVE IT
Windows Key ##+ L
You never know who is watching you!
If you have any security concerns, contact immediately
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ils, calls or L i contact the IT Service Desk
or eybersecurity@fedcourt.gov.au

POSTERS

WOULD IT BE BAD IF YOU LOST YOUR DOCUMENT?
THEN PLEASE DO NOT SAVE IT LOCALLY.

Be careful of suspicious
looking emails.

Don’t leave your
screen unlocked.

Don't let
you intc
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THE MORE, THE MERRIER
INVOLVE YOUR EMPLOYEES

General feedback; What would you like How can we help you Just like a PIR,
Negative and Positive. to see more of? learn and become more review your awareness
cyber aware? plan at least annually.
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THANK YOU
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