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1 Govern

Establish essential governance
and foundations of cyber
security management.

2 Identify

Identify elements of your
entity's cyber security
environment and manage
its cyber security risks.

3 Protect

Protect your entity's
critical services and
information holdings.

4 Detect

Detect and diagnose a
cyber security incident.

5 Respond

Respond to an identified
cyber security incident.

6 Recover

Recover from the impact of a
cyber security incident and restore

capability, services and information.

3. Protect

5 Protect critical services and

information holdings.

Australian Cyber Security Centre (ACSC) Controls

3.1.1 The “Essential Eight”

Each entity must:

a. Implement the set of technical controls comprising the AC5C's Essentiz
Eight controls to Maturity Level One as defined by ACSC in November
2022 as the minimum baseline maturity level and continue to Maturity

Level Two where appropriate.

. Based on its cyber security risk assessment, the entity should decide
whether the entity requires a level of maturity higher than Level One fc
any of the Essential Eight controls to manage its cyber security risks.

For more information, please refer to:
e ACSC - The Essential Eight
e ACSC - Essential Eight Maturity Model

3.1.2 The “Further Five”

In addition to the "Essential Eight’, each entity must implement the “Further
Five" mitigation strategies,® unless your entity's cyber security risk assessmen
determined that they were not required.
The Further five include:
1. server application hardening

. block spoofed emails

. network segmentation

. continuous incident detection and response

. personnel management.
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Cyber Security 9h ago

NSW court website involved in major data breach,
9,000 documents leaked

Approximately 9,000 court documents, including
apprehended violence orders and affidavits, have been
downloaded following a major data breach to the NSW Online

Reqgistry website.

7> Published: 13 days ago
Home » Mews » Court Services Victoria — Cyber Incident Information

NSW law firm Brgdens COURT SERVICES VICTORIA - CYBER INCIDENT INFORMATION

Lawyers at the centre of
major cyberattack and data
breach

The breach 'resulted in unauthorised access to some
data on its servers'.

COURT SERVICES

VICTORIA

e By Dominique Tassell

Thursday, 18 January 2024
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» Court and Tribunal Services

» Corrective Services

* Registry of Births, Deaths and Marriages

» Equal Opportunity Commission

» Office of the Public Advocate

* Public Trustee

» Parliamentary Counsel’'s Office

« State Solicitor's Office

» Office of the Commissioner for Victims of Crime
* WA Office of Crime Statistics and Research
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W Work Camps

[l Youth Detention Centres
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Strategies to mitigate cybersecurity incidents

Last Updated: February 2017. First published February 2010.

Suggested Mitigation Strategy Implementation Order Relative Potential Upfront Cost Ongoing
[start with threats of most concern to the organisation) Security Mitigation Strategy Usar [staff, software | Maintenance
Effectivensass Resistance | and hardware) Cost
Targeeted cyler intrsions (adesnced persistent threats) Mitigation strategies to prevent malware delivery and execution:
and other external adversaries who steal data:
1. Imiplement ‘essential’ mitigation strategies to: Essential Application control to prevent execution of unapproved/malicious programs including .exe, DUL, scripts [e_g Windows Soript Host, PowerShell and HTA) and installers. High
a. prevent malware delivery and execution Essential | Patch applications (e.g. Flash, web browsers, Microsoft Office, lava and PDF viewers). Patch/mitigate computers with “extreme risk’ vulnerabilities within 48 hours. Use the |atest version of applications. Lo High High
b. limit the extent of cybersecurity incidents . - ~ - - I — — e - -
c d cybersecurity incidents and r d. Essenlia Configure Micrasaft Dffice macra settings to block macros frorm the intermet, and only allow vetted macros either in “trusted locations’ with limited write access or digitally signed with a trusted certificate.
2. Repeat step 1 with ‘excellent’ mitigation strategies. Essential User application hardening. Configure web browsers to block Flash (ideally uninstall it), ads and lava on the internet. Disable unneeded features in Microsoft Office (ejg. OLE], web browsers and PDF viewers.
3. Repeat step 1 with less effective mitigation strategies Excellent | Automated dynamic analysis of email and web content run in a sandbox, blocked if suspicious behaviour is identified |e.g. network traffic, new or modified files, or other system configuration changes). Lo High
unitil an acceptable level of residual risk is reached.
Excellent Ernail content filtering. Allow only approved attachment types (incleding in archives and nested archives). Analysefsanitise hyperlinks, POF and Microsoft Office attachments. Quarantine Microsoft Office macros.
Excellent Web content filtering. Allow only approved types of web content and websites with good reputation ratings. Block access to malicious domains and IP addresses, ads, anonymity networks and free domains.
Ransomware and external adversaries who destroy data
and prevent computers/networks from functioning: Excellent Deny corporate computers direct internet connectivity. Use a gateway firewall to reguire wse of a split DMNS server, an email server and an authenticated web proxy server for outbound web connections. Low
1. Imiplement ‘essential’ mitigation strategies to: Excellent Operating system generic exploit mitigation e g Data Execution Prevention (DEP), Address Space Layout Randomisation [ASLR] and Enhanced Mitigation Experience Toolkit (EMET). L i Lo Lo
a. recover data and system availabili
¥ raniity ) Very Good | Server application hardening especially internet-accessible web applications {sanitise input and use TLS not 551 and databases, as well as applications that access impartant (sensitive/high-availability] data. L
b. prevent malware delivery and execution
€. limit the extent of cybersecurity incidents Very Good | Dperating system hardening (including for network devices) based on a Standard Operating Environment, disabling unneeded functionality (e.g. RDP, AutoRun, Lankdan, SME/NetBIOS, LLMMNE and WPAD]. Lo
d. detect cybersecurity incidents and respond. Very Good | Antivirus software using heuristics and reputation ratings to check a file's prevalence and digital signature prior to execution. Use antivirus software from different vendors for gateways versus computers. Lo Lo Low
2. Repeat step 1 with ‘excellent’ mitigation strategies. — I — I - -
: ; - ] R
3. Repeat step 1 with less effective mitigation strategies Very G Control removable storage media and connected devices. Block unapproved CO/DVDYUSE storage media. Block connectivity with unapproved smartphones, tablets and BluetoothWi-Fif 36,4656 devices. High High
until an acceptable level of residual risk is reached. very Good | Block spoofed emails. Use Sender Policy Framewark (SPF) or Sender 1D to check incoming emails. Use “hard fail' SPF TXT and DBMARC DNS records to mitigate emails that spoof the organisation’s domain. L L v Lo
\ Good User education_ Avoid phishing emails (e.g. with links to login to fake websites), weak passphrase ssphrase rewse, a5 well as unapproved: removable storage media, connected devices and dloud services. High
Miote that ‘Hunt to disoowver incidents’ is less relevant for phishing s leg wi o8 A passp S Passp unapp - B : : -
ransomware that immediately makes itself visible. Antivirus software with up-to-date signatures to identify malware, from a wendor that rapidly adds signatures for new malware. Use antivines software from different vendors for gateways versus computears. Lo Lo Lo
TLS encryption bebween email servers to help prevent legitimate emails being intercepted and subsequently leveraged for social engineering. Perform content scanning after email traffic is decrypted. L Lo Lo
Malicious insiders who steal data: Mitigation strategies to limit the extent of cybersecurity incidents:
1 implement ‘Control remonshle starage media and Essential Restrict administrative privileges to operating systems and applications based on user duties. Regularly revalidate the need for privile Don't use privileged accounts for reading email and web browsi High
connected devices' to mitigate data exfiltration. priviege P B =Y guiarly P Bes P g ne ng- -
2. Implement ‘Outbound web and email data loss Essential Patch operating systems. Patch/mitigate computers [including nebwork devices) with “extreme risk” vuinerabilities within 48 hours. Use the latest operating system wversion. Don't use unsupported versions. L
preveation’. Essential Multi-factor authentication including for VPMNs, RDP, 55H and other remote access, and for all users when they perform a privileged action or access an important (sensitive/high-availability) data repository. High
3 Implement ‘essential’ mitigation strategies to:
a. limit the extent of cybersecurity incidents Excellent Disable local adrinistrator aceouwnts of assign passphrases that are random and unigue for each computer’s local adrministrator acoount to prevent propagation using shared local administrator credentials. L Lo
b. detect cybersecurity incidents and respond. Excellent Metwork segrentation. Deny traffic betweean computers unless reguired. Constrain devices with low assurance [e_g. BYOD and 10T). Restrict access to network drives and data repositories based on wser duties, L High
4. Repeat step 3 with “excellent’ mitigation strategies.
peat step itig , c8 Excellent Protect authentication credentials. Remove CPassword values (M514-025). Configure WDigest (KE2E7T1997). Use Windows Defender Credential Guard. Change default passphrases. Require long complex passphrases. Low
5. Implersent ‘Personnel managerment’.
&. If employees are likely to have hacking skills and Very Good | Mon-persistent virtualised sandboxed environment, denying access to important (sensitive/high-availability] data, for risky activities (e g web browsing, and viewing untrusted Microsoft Office and PDF files).
3 ; S
kol Implement ‘essentiel mltlga.tln.n HreEies 1 very Good | Software-based application firewall, blocking incoming network traffic that is malicious/unauthorised, and denying network traffic by default (e.g. unneeded/unauthorised RDP and SMBMetBIOS traffic). L i
prevent malware delivery and execution, and regeat
step 3 with less effective mitigation strategies until Very Good | Software-based application firewall, blocking outgoing network traffic that is not generated by approved,trusted programs, and denying network traffic by default.
an acceptable level of residual risk is reached. Viery Good | Outbound web and email data loss prevention. Block unapproved cloud computing services. Log recipient, size and frequency of outhound emails. Block and log emails with sensitive words or data pattenns.
Mote that technical mitigation strategies provide Mitigation strategies to detect cybersecurity incidents and respond:
incomplete security simce data could be photographed or - - - - - — — -
atherwise copied from compuUter SCrEens or printouts, or Excellent Continuous incident detection and response with automated immediate analysis of centralised time-synchronised logs of allowed and denied computer events, authentication, file access and network activity. L Very High Wery High
memorised and written down outskde of the workplace. Very Good | Host-based intrusion detection/prevention system to identify anomalows behaviour during program execution (e.g. process injection, keystroke logging, driver loading and persistence). Lo
Very Good | Endpaint detection and response software on all computers to centrally log system behaviour and facilitate cybersecurity incident response activities. Microsoft's free Syshbdon tool is an entry level option. L
Malicious insiders wiho destroy data and prevent Very Good | Hunt to discover incidents based on knowledge of adversary tradecraft. Leverage threat intelligence consisting of analysed threat data with context enabling mitigating action, not just indicators of compromise. L1 ery High Wery High
rompsers/etaorns fmm hnctionk: Metwork-based intrusion detection/prevention systerm using signatures and heuristics to identify anomalous traffic both intemally and crossing network perimeter boundaries. L i High
1. Implement ‘escential’ mitigation strategies to:
a. recover data and system availability Capture network traffic to and from corporate cormputers storing important data or considered as critical assets, and network traffic traversing the network perimeter, to perform incident detection and analysis. L High
b limi the cutent of cybersenurity Incidenty Mitigation strategies to recover data and system availability:
. detect cybersecurity incidents and respond.
2. Repeat step 1 with ‘excellent’ mitigation strategies. Essential Regular backups of important new/'changed data, software and configuration settings, stored disconnected, retained for at least three months. Test restoration initially, annually and when IT infrastrecture changes. L High High
3. Implensent ‘Personnel management’. Very Good | Business continuity and disaster recovery plans which are testad, documented and printed in hardoopy with & softcopy storad offline. Focus on the highest priority systems and data to recover. L High
4. Wemployees wre ieely to harec hocking skills s W Good System aibiliti irtualisati ith not back obely i Ml i T d licati L wed enterpri ot d i d rt tracts i Higt
tocks, implement ‘essential’ mitigation stratagies to ery YELEM FECOVErY Cap &3 e g virtualisation with snapshot backups, remotely installing operating systems and applications on computers, approved enterprise m ¥, and onsite vendor support contracts. Lo gh
prevent makware delivery and execution, and repeat Mitigation stratepy specilic to preventing malicious insiders:
step 1 with less effective mitigation strategies until
an acceptable level of residual risk is reached. very Good | Personnel management e.g. ongoing wetting especially for wsers with privileged access, immediately disable all accounts of departing users, and remind users of their security obligations and penalties. High High High
cyber.gov.au 2







o List your software assets

o Scan for vulnerabilities

o Automate patching from a
centralised repository

Patch Applications



o List your Operating Systems

o Scan for vulnerabilities

o Automate patching from a
centralised repository

Patch Operating Systems



o We’ve all done this.

> Right?

o What about situations
where you can’t take a
phone?

Multi Factor Authentication



o Role-Based Access Control

SO P \
A s= & &\\

o Start with Tier O

o Use PAM and PAWs
and MFA!

Restrict Administrative Privileges
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o Start with a Standard
Operating Environment

o List your approved Apps

o Manage changes and updates

Application Control



o ldentify all Macros in use
o Give up trying to find them all

o Sign your trusted Macros and
block all others.

Restrict Microsoft Office Macros

7, || EN— \\" |
0 T )




o Start with a SOE
o Lock it down

o Have robust and rapid support
in place, especially at the
start

User Application Hardening




o 3-2-1

o Test and validate.
Business Continuity and
Incident Exercises.

o Can you restore as quickly as
the “business” expects?

Regular Backups
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o Minimise Attack Surface
o Patch Apps and OS

o Implement Strong
Authentication and Access
Controls

Server Application Hardening



o DMARC

o Monitor it

Block Spoofed Emalls



o Good Ildea

o Can be hard to achieve

Network Segmentation



o Have a SIEM
and IPS, IDS, EDR, XDR, ETC

o Monitor it

Continuous Incident Detection and Response



o Use Human Resources Data

o Establish a solid off-boarding
procedure

Personnel Management



Blueprint for Foundations for modern
Secure Cloud defensible architecture

* Better practice guidance » Zero trust principles

» Configuration guides and templates » Secure-by-design practices
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